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Summary

CVE CVE-2018-0090

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-18 06:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in management interface access control list (ACL) configuration of Cisco NX-OS System Software could allow an unauthenticated, remote attacker to bypass configured ACLs on the management interface. This could allow traffic to be forwarded to the NX-OS CPU for processing, leading to high CPU utilization and a denial of service (DoS) condition. The vulnerability is due to a bad code fix in the 7.3.2 code train that could allow traffic to the management interface to be misclassified and not match the proper configured ACLs. An attacker could exploit this vulnerability by sending crafted traffic to the management interface. An exploit could allow the attacker to bypass the configured management interface ACLs and impact the CPU of the targeted device, resulting in a DoS condition. This vulnerability affects the following Cisco products running Cisco NX-OS System Software: Multilayer Director Switches, Nexus 2000 Series Switches, Nexus 3000 Series Switches, Nexus 5500 Platform Switches, Nexus 5600 Platform Switches, Nexus 6000 Series Switches, Nexus 7000 Series Switches, Nexus 7700 Series Switches, Nexus 9000 Series Switches in standalone NX-OS mode. Cisco Bug IDs: CSCvf31132.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Nx-os 7.3(2)n1(0.6) All All All

Operating System Cisco Nx-os 7.3\(2\)n1\(0.6\) All All All

Operating System Cisco Nx-os 8.3(0)kms(0.31) All All All

Operating System Cisco Nx-os 8.3\(0\)kms\(0.31\) All All All

Operating System Cisco Nx-os 8.8(3.5)s0 All All All

Operating System Cisco Nx-os 8.8\(3.5\)s0 All All All

Operating System Cisco Nx-os 7.3\(2\)n1\(0.6\) All All All

Operating System Cisco Nx-os 8.3\(0\)kms\(0.31\) All All All

Operating System Cisco Nx-os 8.8\(3.5\)s0 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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