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A vulnerability in the Pong tool of Cisco NX-OS Software could allow an unauthenticated, adjacent attacker to cause a reloe
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Risk And Classification

Problem Ty

pes: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References
Reference

Cisco NX-OS Pon

Vendor Product Version Update Edition Language
Cisco NXx-0s 7.2(1)d(1) All Al All
Cisco Nx-0s 7.2(2)d1(1) All All All
Cisco Nx-0s 7.2(2)d1(2) All Al All
Cisco Nx-0s 7.2\(1V)d\(1}) All All All
Cisco Nx-0s 7.2\(2\)d1\(1\) All All All
Cisco Nx-0s 7.2\(2))d1\(2\) All All All
Cisco Nx-0s 7.2\(1)d\(1\) All All Al
Cisco Nx-0s 7.2\(2))d1\(1\) All All All
Cisco Nx-os 7.2\(2\)d1\(2\) All All All
Source Linl

g Request Processing Flaw Lets Remote Users Cause the Target System to Reload - SecurityTracker SECTRACK — ww\

Malformed Request BID WW\
Cisco NX-OS Software Pong Packet Denial of Service Vulnerability CONFIRM tool:
CVE Program record CVE.ORG WW\
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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