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CVE CVE-2018-0114
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

-0114

JSON API Print: PDF 1)

Published 2018-01-04 06:29:00 UTC
Updated 2020-09-04 16:58:00 UTC
Description A vulnerability in the Cisco node-jose open source library before 0.11.0 could allow an unauthenticated, remote attacker to

1|

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Cisco Node-jose All
Application Cisco Node-jose All

Update

All

All

Edition Langu
All All
All All

age

References

Reference

tools.cisco.com/security/center/viewAlert.x

Malformed Request

node-jose/CHANGELOG.md at master - cisco/node-jose - GitHub
Cisco node-jos < 0.11.0 - Re-sign Tokens - Multiple webapps Exploit
CVE Program record

NVD vulnerability detail

1]

Source

GitHub - zi0OBlack/POC-CVE-2018-0114: This repository contains the POC of an exploit for node-jose < 0.11.0 MISC

CONFIRM

BID

CONFIRM

EXPLOIT-DB

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
github.com
tools.cisco.cc
WWW.Security
github.com
www.exploit-
WWW.CVe.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-0114/mitre
https://cve.report/CVE-2018-0114/nist
https://cve.report/CVE-2018-0114/cve_org
https://cve.report/api/cve/CVE-2018-0114.json
https://cve.report/CVE-2018-0114.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/node-jose
http://cve.report/vendor/cisco
http://cve.report/software/cisco/node-jose
https://github.com/zi0Black/POC-CVE-2018-0114
https://tools.cisco.com/security/center/viewAlert.x?alertId=56326
http://www.securityfocus.com/bid/102445
https://github.com/cisco/node-jose/blob/master/CHANGELOG.md
https://www.exploit-db.com/exploits/44324/
https://www.cve.org/CVERecord?id=CVE-2018-0114
https://nvd.nist.gov/vuln/detail/CVE-2018-0114
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