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Summary

CVE CVE-2018-0116

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-08 07:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in the RADIUS authentication module of Cisco Policy Suite could allow an unauthenticated, remote attacker to be authorized as a subscriber without providing a valid password; however, the attacker must provide a valid username. The vulnerability is due to incorrect RADIUS user credential validation. An attacker could exploit this vulnerability by attempting to access a Cisco Policy Suite domain configured with RADIUS authentication. An exploit could allow the attacker to be authorized as a subscriber without providing a valid password. This vulnerability affects the Cisco Policy Suite application running a release prior to 13.1.0 with Hotfix Patch 1 when RADIUS authentication is configured for a domain. Cisco Policy Suite Release 14.0.0 is also affected, as it includes vulnerable code, but RADIUS authentication is not officially supported in Cisco Policy Suite Releases 14.0.0 and later. Cisco Bug IDs: CSCvg40124.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Mobility Services Engine 13.0.0 All All All

Application Cisco Mobility Services Engine 13.1.0 All All All

Application Cisco Mobility Services Engine 14.0.0 All All All

Application Cisco Mobility Services Engine 13.0.0 All All All

Application Cisco Mobility Services Engine 13.1.0 All All All

Application Cisco Mobility Services Engine 14.0.0 All All All

References

Reference Source Link Tags

Cisco Policy Suite CVE-2018-0116 Authentication Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Cisco Policy Suite RADIUS Authentication Bypass Vulnerability CONFIRM tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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