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Summary

CVE CVE-2018-0125

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-08 07:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in the web interface of the Cisco RV132W ADSL2+ Wireless-N VPN and RV134W VDSL2 Wireless-AC VPN Routers could allow an unauthenticated, remote attacker to execute arbitrary code and gain full control of an affected system, including issuing commands with root privileges. The attacker could also cause an affected system to reload, resulting in a denial of service (DoS) condition. The vulnerability is due to an incomplete input validation on user-controlled input in an HTTP request to the targeted device. An attacker could exploit this vulnerability by sending a crafted HTTP request to an affected system. A successful exploit could allow the attacker to execute arbitrary code as the root user and gain full control of the affected system or cause it to reload, resulting in a DoS condition. This vulnerability is fixed in firmware version 1.0.1.11 for the following Cisco products: RV132W ADSL2+ Wireless-N VPN Router and RV134W VDSL2 Wireless-AC VPN Router. Cisco Bug IDs: CSCvg92737, CSCvh60170.

Risk And Classification

EPSS: 0.294910000 probability, percentile 0.965860000 (date 2026-04-02)

CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown

Problem Types: CWE-20

CISA Known Exploited Vulnerability

Vendor Cisco

Product VPN Routers

Name Cisco VPN Routers Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2018-0125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Rv132w - All All All

Hardware Cisco Rv132w - All All All

Operating System Cisco Rv132w Firmware 1.0 All All All

Operating System Cisco Rv132w Firmware 1.0 All All All

Hardware Cisco Rv134w - All All All

Hardware Cisco Rv134w - All All All

Operating System Cisco Rv134w Firmware 1.0 All All All

Operating System Cisco Rv134w Firmware 1.0 All All All
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Operating System Cisco Rv134w Firmware 1.0 All All All

References

Reference Source

Cisco RV132W and RV134W Remote Code Execution and Denial of Service Vulnerability CONFIRM

103140 BID

Cisco Small Business RV132W/RV134W Routers Let Remote Users Execute Arbitrary Code on the Target System - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

CISA Known Exploited Vulnerabilities catalog CISA

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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