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Summary

CVE CVE-2018-0140

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-08 07:29:00 UTC

Updated 2023-02-21 19:09:00 UTC

Description A vulnerability in the spam quarantine of Cisco Email Security Appliance and Cisco Content Security Management Appliance could allow an authenticated, remote attacker to download any message from the spam quarantine by modifying browser string information. The vulnerability is due to a lack of verification of authenticated user accounts. An attacker could exploit this vulnerability by modifying browser strings to see messages submitted by other users to the spam quarantine within their company. Cisco Bug IDs: CSCvg39759, CSCvg42295.

Risk And Classification

Problem Types: CWE-425

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Content Security Management Appliance 10.0.0-096 All All All

Operating System Cisco Content Security Management Appliance 10.1.0-037 All All All

Operating System Cisco Content Security Management Appliance 10.1.0-052 All All All

Operating System Cisco Content Security Management Appliance 11.0.0-115 All All All

Operating System Cisco Content Security Management Appliance 10.0.0-096 All All All

Operating System Cisco Content Security Management Appliance 10.1.0-037 All All All

Operating System Cisco Content Security Management Appliance 10.1.0-052 All All All

Operating System Cisco Content Security Management Appliance 11.0.0-115 All All All

Hardware Cisco Content Security Management Appliance Sma M190 - All All All

Hardware Cisco Content Security Management Appliance Sma M190 - All All All

Hardware Cisco Content Security Management Appliance Sma M390 - All All All

Hardware Cisco Content Security Management Appliance Sma M390 - All All All

Hardware Cisco Content Security Management Appliance Sma M390x - All All All

Hardware Cisco Content Security Management Appliance Sma M390x - All All All

Hardware Cisco Content Security Management Appliance Sma M690 - All All All

Hardware Cisco Content Security Management Appliance Sma M690 - All All All

Hardware Cisco Content Security Management Appliance Sma M690x - All All All
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Hardware Cisco Content Security Management Appliance Sma M690x - All All All

Hardware Cisco Content Security Management Appliance Sma M690x - All All All

Hardware Cisco Email Security Appliance C160 - All All All

Hardware Cisco Email Security Appliance C160 - All All All

Hardware Cisco Email Security Appliance C170 - All All All

Hardware Cisco Email Security Appliance C170 - All All All

Hardware Cisco Email Security Appliance C190 - All All All

Hardware Cisco Email Security Appliance C190 - All All All

Hardware Cisco Email Security Appliance C370 - All All All

Hardware Cisco Email Security Appliance C370 - All All All

Hardware Cisco Email Security Appliance C370d - All All All

Hardware Cisco Email Security Appliance C370d - All All All

Hardware Cisco Email Security Appliance C380 - All All All

Hardware Cisco Email Security Appliance C380 - All All All

Hardware Cisco Email Security Appliance C390 - All All All

Hardware Cisco Email Security Appliance C390 - All All All

Hardware Cisco Email Security Appliance C390 - All All All

Hardware Cisco Email Security Appliance C670 - All All All

Hardware Cisco Email Security Appliance C670 - All All All

Hardware Cisco Email Security Appliance C670 - All All All

Hardware Cisco Email Security Appliance C680 - All All All

Hardware Cisco Email Security Appliance C680 - All All All

Hardware Cisco Email Security Appliance C680 - All All All

Hardware Cisco Email Security Appliance C690 - All All All

Hardware Cisco Email Security Appliance C690 - All All All

Hardware Cisco Email Security Appliance C690x - All All All

Hardware Cisco Email Security Appliance C690x - All All All

Operating System Cisco Email Security Appliance Firmware 10.0.1-087 All All All

Operating System Cisco Email Security Appliance Firmware 11.0.0-274 All All All

Operating System Cisco Email Security Appliance Firmware 9.8.0-112 All All All

Operating System Cisco Email Security Appliance Firmware 10.0.1-087 All All All

Operating System Cisco Email Security Appliance Firmware 11.0.0-274 All All All

Operating System Cisco Email Security Appliance Firmware 9.8.0-112 All All All

Hardware Cisco Email Security Appliance X1070 - All All All

Hardware Cisco Email Security Appliance X1070 - All All All
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Cisco Content Security Management Appliance Flaw Lets Remote Authenticated Users Download Quarantined Messages on the Target System - SecurityTracker

Cisco Email Security Appliance and Cisco Content Security Management Appliance Spam Quarantine Vulnerability

Cisco Email Security Appliance Flaw Lets Remote Authenticated Users Download Quarantined Messages on the Target System - SecurityTracker

Multiple Cisco Products CVE-2018-0140 Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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