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Summary

CVE CVE-2018-0141

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-08 07:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in Cisco Prime Collaboration Provisioning (PCP) Software 11.6 could allow an unauthenticated, local attacker to log in to the underlying Linux operating system. The vulnerability is due to a hard-coded account password on the system. An attacker could exploit this vulnerability by connecting to the affected system via Secure Shell (SSH) using the hard-coded credentials. A successful exploit could allow the attacker to access the underlying operating system as a low-privileged user. After low-level privileges are gained, the attacker could elevate to root privileges and take full control of the device. Cisco Bug IDs: CSCvc82982.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Prime Collaboration 11.6 All All All

Application Cisco Prime Collaboration 11.6 All All All

Application Cisco Prime Collaboration Assurance 11.6 All All All

Application Cisco Prime Collaboration Assurance 11.6 All All All

Application Cisco Prime Collaboration Provisioning 11.6 All All All

Application Cisco Prime Collaboration Provisioning 11.6 All All All

References

Reference Source

Cisco Prime Collaboration Provisioning Hard-Coded Account Password Lets Remote Users Access the Target System - SecurityTracker SECTRACK

Cisco Prime Collaboration Provisioning Hard-Coded Password Vulnerability CONFIRM

Cisco Prime Collaboration Provisioning Hardcoded Credentials Local Security Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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