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Summary

CVE CVE-2018-0177

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-28 22:29:00 UTC

Updated 2021-10-18 12:03:00 UTC

Description A vulnerability in the IP Version 4 (IPv4) processing code of Cisco IOS XE Software running on Cisco Catalyst 3850 and Cisco Catalyst 3650 Series Switches could allow an unauthenticated, remote attacker to cause high CPU utilization, traceback messages, or a reload of an affected device that leads to a denial of service (DoS) condition. The vulnerability is due to incorrect processing of certain IPv4 packets. An attacker could exploit this vulnerability by sending specific IPv4 packets to an IPv4 address on an affected device. A successful exploit could allow the attacker to cause high CPU utilization, traceback messages, or a reload of the affected device that leads to a DoS condition. If the switch does not reboot when under attack, it would require manual intervention to reload the device. This vulnerability affects Cisco Catalyst 3850 and Cisco Catalyst 3650 Series Switches that are running Cisco IOS XE Software Release 16.1.1 or later, until the first fixed release, and are configured with an IPv4 address. Cisco Bug IDs: CSCvd80714.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 4321 Integrated Services Router - All All All

Hardware Cisco 4321 Integrated Services Router - All All All

Hardware Cisco 4331 Integrated Services Router - All All All

Hardware Cisco 4331 Integrated Services Router - All All All

Hardware Cisco 4351 Integrated Services Router - All All All

Hardware Cisco 4351 Integrated Services Router - All All All

Hardware Cisco 4431 Integrated Services Router - All All All

Hardware Cisco 4431 Integrated Services Router - All All All

Hardware Cisco 4451-x Integrated Services Router - All All All

Hardware Cisco 4451-x Integrated Services Router - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp2 - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp3 - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp2 - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp2 - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp3 - All All All

Hardware Cisco Asr 1000 Series Route Processor Rp3 - All All All

Hardware Cisco Asr 1001-hx - All All All
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Hardware Cisco Asr 1001-hx - All All All

Hardware Cisco Asr 1001-hx Router - All All All

Hardware Cisco Asr 1001-hx Router - All All All

Hardware Cisco Asr 1001-x - All All All

Hardware Cisco Asr 1001-x Router - All All All

Hardware Cisco Asr 1001-x Router - All All All

Hardware Cisco Asr 1002-hx - All All All

Hardware Cisco Asr 1002-hx Router - All All All

Hardware Cisco Asr 1002-hx Router - All All All

Hardware Cisco Asr 1002-x - All All All

Hardware Cisco Asr 1002-x Router - All All All

Hardware Cisco Asr 1002-x Router - All All All

Hardware Cisco Catalyst 3650-12x48fd-e - All All All

Hardware Cisco Catalyst 3650-12x48fd-e - All All All

Hardware Cisco Catalyst 3650-12x48fd-l - All All All

Hardware Cisco Catalyst 3650-12x48fd-l - All All All

Hardware Cisco Catalyst 3650-12x48fd-s - All All All

Hardware Cisco Catalyst 3650-12x48fd-s - All All All

Hardware Cisco Catalyst 3650-12x48uq-e - All All All

Hardware Cisco Catalyst 3650-12x48uq-e - All All All

Hardware Cisco Catalyst 3650-12x48uq-l - All All All

Hardware Cisco Catalyst 3650-12x48uq-l - All All All

Hardware Cisco Catalyst 3650-12x48uq-s - All All All

Hardware Cisco Catalyst 3650-12x48uq-s - All All All

Hardware Cisco Catalyst 3650-12x48ur-e - All All All

Hardware Cisco Catalyst 3650-12x48ur-e - All All All

Hardware Cisco Catalyst 3650-12x48ur-l - All All All

Hardware Cisco Catalyst 3650-12x48ur-l - All All All

Hardware Cisco Catalyst 3650-12x48ur-s - All All All

Hardware Cisco Catalyst 3650-12x48ur-s - All All All

Hardware Cisco Catalyst 3650-12x48uz-e - All All All

Hardware Cisco Catalyst 3650-12x48uz-e - All All All

Hardware Cisco Catalyst 3650-24pd-e - All All All

Hardware Cisco Catalyst 3650-24pd-e - All All All

Hardware Cisco Catalyst 3650-24pd-l - All All All

Hardware Cisco Catalyst 3650-24pd-l - All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1001-hx_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1001-hx_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1001-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1001-x_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1001-x_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-hx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-hx_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-hx_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-x_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1002-x_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48fd-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uq-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48ur-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-12x48uz-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-l
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_3650-24pd-l


Hardware Cisco Catalyst 3650-24pd-s - All All All

Hardware Cisco Catalyst 3650-24pd-s - All All All

Hardware Cisco Catalyst 3650-24pdm-e - All All All

Hardware Cisco Catalyst 3650-24pdm-e - All All All

Hardware Cisco Catalyst 3650-24pdm-l - All All All

Hardware Cisco Catalyst 3650-24pdm-l - All All All

Hardware Cisco Catalyst 3650-24pdm-s - All All All

Hardware Cisco Catalyst 3650-24pdm-s - All All All

Hardware Cisco Catalyst 3650-24ps-e - All All All

Hardware Cisco Catalyst 3650-24ps-e - All All All

Hardware Cisco Catalyst 3650-24ps-l - All All All

Hardware Cisco Catalyst 3650-24ps-l - All All All

Hardware Cisco Catalyst 3650-24ps-s - All All All

Hardware Cisco Catalyst 3650-24ps-s - All All All

Hardware Cisco Catalyst 3650-24td-e - All All All

Hardware Cisco Catalyst 3650-24td-e - All All All

Hardware Cisco Catalyst 3650-24td-l - All All All

Hardware Cisco Catalyst 3650-24td-l - All All All

Hardware Cisco Catalyst 3650-24td-s - All All All

Hardware Cisco Catalyst 3650-24td-s - All All All

Hardware Cisco Catalyst 3650-24ts-e - All All All

Hardware Cisco Catalyst 3650-24ts-e - All All All

Hardware Cisco Catalyst 3650-24ts-l - All All All

Hardware Cisco Catalyst 3650-24ts-l - All All All

Hardware Cisco Catalyst 3650-24ts-s - All All All

Hardware Cisco Catalyst 3650-24ts-s - All All All
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Hardware Cisco Catalyst 3650-48fq-l - All All All

Hardware Cisco Catalyst 3650-48fq-s - All All All

Hardware Cisco Catalyst 3650-48fq-s - All All All

Hardware Cisco Catalyst 3650-48fqm-e - All All All

Hardware Cisco Catalyst 3650-48fqm-e - All All All

Hardware Cisco Catalyst 3650-48fqm-l - All All All

Hardware Cisco Catalyst 3650-48fqm-l - All All All

Hardware Cisco Catalyst 3650-48fqm-s - All All All

Hardware Cisco Catalyst 3650-48fqm-s - All All All

Hardware Cisco Catalyst 3650-48fs-e - All All All

Hardware Cisco Catalyst 3650-48fs-e - All All All

Hardware Cisco Catalyst 3650-48fs-l - All All All

Hardware Cisco Catalyst 3650-48fs-l - All All All

Hardware Cisco Catalyst 3650-48fs-s - All All All

Hardware Cisco Catalyst 3650-48fs-s - All All All

Hardware Cisco Catalyst 3650-48pd-e - All All All

Hardware Cisco Catalyst 3650-48pd-e - All All All

Hardware Cisco Catalyst 3650-48pd-l - All All All

Hardware Cisco Catalyst 3650-48pd-l - All All All

Hardware Cisco Catalyst 3650-48pd-s - All All All

Hardware Cisco Catalyst 3650-48pd-s - All All All

Hardware Cisco Catalyst 3650-48pq-e - All All All

Hardware Cisco Catalyst 3650-48pq-e - All All All

Hardware Cisco Catalyst 3650-48pq-l - All All All

Hardware Cisco Catalyst 3650-48pq-l - All All All

Hardware Cisco Catalyst 3650-48pq-s - All All All

Hardware Cisco Catalyst 3650-48pq-s - All All All

Hardware Cisco Catalyst 3650-48ps-e - All All All

Hardware Cisco Catalyst 3650-48ps-e - All All All

Hardware Cisco Catalyst 3650-48ps-l - All All All

Hardware Cisco Catalyst 3650-48ps-l - All All All

Hardware Cisco Catalyst 3650-48ps-s - All All All

Hardware Cisco Catalyst 3650-48ps-s - All All All
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Hardware Cisco Catalyst 3650-48td-e - All All All

Hardware Cisco Catalyst 3650-48td-l - All All All
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Hardware Cisco Catalyst 3650-48tq-l - All All All
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Cisco Catalyst 3850 and 3650 Series Switches IPv4 Processing Flaw Lets Remote Users Consume Excessive CPU Resources on the Target System - SecurityTracker

Cisco IOS XE Software for Cisco Catalyst Switches IPv4 Denial of Service Vulnerability

Cisco IOS XE Software for Cisco Catalyst Switches CVE-2018-0177 Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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