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clamscan in ClamAYV before 0.99.4 contains a vulnerability that could allow an unauthenticated, remote attacker to cause a

Risk And Classification

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
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Canonical

Canonical

Canonical

Canonical

Canonical

Canonical
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Ubuntu Linux
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Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux
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7.0

Update
All
All
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References

Reference

USN-3592-2: ClamAV vulnerabilities | Ubuntu security notices

USN-3592-1: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu

Bug 11973 — Heap overflow pdf_parse_array pdfng.c:566

Source

UBUNTU

UBUNTU

CONFIRM  bugzilla.clamav.net

Link

usn.ubuntu.com

usn.ubuntu.com

Tags
Third Party Advisory
Third Party Advisory
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[SECURITY] [DLA 1307-1] clamav security update MLIST lists.debian.org Mailing List, Third Party Advisory
Bug 11980 — Heap overflow in pdf_parse_string CONFIRM  bugzilla.clamav.net Issue Tracking, Third Party Advis
ClamAV: Multiple vulnerabilities (GLSA 201804-16) — Gentoo security GENTOO  security.gentoo.org  Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

gl

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500103 Alpine Linux Security Update for clamav
503827 Alpine Linux Security Update for clamav

710259 Gentoo Linux ClamAV Multiple Vulnerabilities (GLSA 201804-16)
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