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CVE CVE-2018-0247
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-02 22:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in Web Authentication (WebAuth) clients for the Cisco Wireless LAN Controller (WLC) and Aironet Access P
) I i

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco Aironet Access Point Software 8.3(104.105) All All All
Operating System Cisco Aironet Access Point Software 8.3\(104.105)) All All All
Operating System Cisco Aironet Access Point Software 8.5(107.52) All All All
Operating System Cisco Aironet Access Point Software 8.5\(107.52\) All All All
Operating System Cisco Aironet Access Point Software 8.3\(104.105\) All All All
Operating System Cisco Aironet Access Point Software 8.5\(107.52)) All All All
Operating System Cisco Wireless Lan Controller Software 8.3(104.105) All All All
Operating System Cisco Wireless Lan Controller Software 8.3\(104.105\) All All All
Operating System Cisco Wireless Lan Controller Software 8.3\(104.105)) All All All

Reference Source
Multiple Cisco Products CVE-2018-0247 Authentication Bypass Vulnerability BID

Cisco Wireless LAN Controller WebAuth Bug Lets Remote Users Bypass Authentication on the Target Network - SecurityTracker SECTRA(
Cisco Aironet Access Points WebAuth Bug Lets Remote Users Bypass Authentication on the Target Network - Security Tracker SECTRA(
Cisco Wireless LAN Controller and Aironet Access Points I0S WebAuth Client Authentication Bypass Vulnerability CONFIRM
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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