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Summary

CVE CVE-2018-0252

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-02 22:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in the IP Version 4 (IPv4) fragment reassembly function of Cisco 3500, 5500, and 8500 Series Wireless LAN Controller Software could allow an unauthenticated, remote attacker to cause an affected device to reload unexpectedly, resulting in a denial of service (DoS) condition. The vulnerability is due to a corruption of an internal data structure process that occurs when the affected software reassembles certain IPv4 packets. An attacker could exploit this vulnerability by sending certain malformed IPv4 fragments to an affected device. A successful exploit could allow the attacker to cause the device to reload, resulting in a DoS condition. This vulnerability affects all releases of 8.4 until the first fixed release for the 5500 and 8500 Series Wireless LAN Controllers and releases 8.5.103.0 and 8.5.105.0 for the 3500, 5500, and 8500 Series Wireless LAN Controllers. Cisco Bug IDs: CSCvf89222.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Wireless Lan Controller Software 8.4(100.0) All All All

Operating System Cisco Wireless Lan Controller Software 8.4\(100.0\) All All All

Operating System Cisco Wireless Lan Controller Software 8.5(107.30) All All All

Operating System Cisco Wireless Lan Controller Software 8.5(107.41) All All All

Operating System Cisco Wireless Lan Controller Software 8.5\(107.30\) All All All

Operating System Cisco Wireless Lan Controller Software 8.5\(107.41\) All All All

Operating System Cisco Wireless Lan Controller Software 8.6(1.108) All All All

Operating System Cisco Wireless Lan Controller Software 8.6\(1.108\) All All All

Operating System Cisco Wireless Lan Controller Software 8.4\(100.0\) All All All

Operating System Cisco Wireless Lan Controller Software 8.5\(107.30\) All All All

Operating System Cisco Wireless Lan Controller Software 8.5\(107.41\) All All All

Operating System Cisco Wireless Lan Controller Software 8.6\(1.108\) All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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