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Summary

CVE CVE-2018-0254

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-19 20:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in the detection engine of Cisco Firepower System Software could allow an unauthenticated, remote attacker to bypass configured file action policies if an Intelligent Application Bypass (IAB) with a drop percentage threshold is also configured. The vulnerability is due to incorrect counting of the percentage of dropped traffic. An attacker could exploit this vulnerability by sending network traffic to a targeted device. An exploit could allow the attacker to bypass configured file action policies, and traffic that should be dropped could be allowed into the network. Cisco Bug IDs: CSCvf86435.

Risk And Classification

Problem Types: CWE-693

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Amp 7150 - All All All

Hardware Cisco Amp 7150 - All All All

Hardware Cisco Amp 8150 - All All All

Hardware Cisco Amp 8150 - All All All

Hardware Cisco Firepower Appliance 7010 - All All All

Hardware Cisco Firepower Appliance 7010 - All All All

Hardware Cisco Firepower Appliance 7020 - All All All

Hardware Cisco Firepower Appliance 7020 - All All All

Hardware Cisco Firepower Appliance 7030 - All All All

Hardware Cisco Firepower Appliance 7030 - All All All

Hardware Cisco Firepower Appliance 7050 - All All All

Hardware Cisco Firepower Appliance 7050 - All All All

Hardware Cisco Firepower Appliance 7110 - All All All

Hardware Cisco Firepower Appliance 7110 - All All All

Hardware Cisco Firepower Appliance 7115 - All All All

Hardware Cisco Firepower Appliance 7115 - All All All

Hardware Cisco Firepower Appliance 7120 - All All All
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Hardware Cisco Firepower Appliance 7120 - All All All

Hardware Cisco Firepower Appliance 7120 - All All All

Hardware Cisco Firepower Appliance 7125 - All All All

Hardware Cisco Firepower Appliance 7125 - All All All

Hardware Cisco Firepower Appliance 8120 - All All All

Hardware Cisco Firepower Appliance 8120 - All All All

Hardware Cisco Firepower Appliance 8130 - All All All

Hardware Cisco Firepower Appliance 8130 - All All All

Hardware Cisco Firepower Appliance 8140 - All All All

Hardware Cisco Firepower Appliance 8140 - All All All

Hardware Cisco Firepower Appliance 8250 - All All All

Hardware Cisco Firepower Appliance 8250 - All All All

Hardware Cisco Firepower Appliance 8260 - All All All

Hardware Cisco Firepower Appliance 8260 - All All All

Hardware Cisco Firepower Appliance 8270 - All All All

Hardware Cisco Firepower Appliance 8270 - All All All

Hardware Cisco Firepower Appliance 8290 - All All All

Hardware Cisco Firepower Appliance 8290 - All All All

Hardware Cisco Firepower Appliance 8350 - All All All

Hardware Cisco Firepower Appliance 8350 - All All All

Hardware Cisco Firepower Appliance 8360 - All All All

Hardware Cisco Firepower Appliance 8360 - All All All

Hardware Cisco Firepower Appliance 8370 - All All All

Hardware Cisco Firepower Appliance 8370 - All All All

Hardware Cisco Firepower Appliance 8390 - All All All

Hardware Cisco Firepower Appliance 8390 - All All All

Hardware Cisco Firepower Management Center 1000 - All All All

Hardware Cisco Firepower Management Center 1000 - All All All

Hardware Cisco Firepower Management Center 2000 - All All All

Hardware Cisco Firepower Management Center 2000 - All All All

Hardware Cisco Firepower Management Center 2500 - All All All

Hardware Cisco Firepower Management Center 2500 - All All All

Hardware Cisco Firepower Management Center 4000 - All All All

Hardware Cisco Firepower Management Center 4000 - All All All

Hardware Cisco Firepower Management Center 4500 - All All All

Hardware Cisco Firepower Management Center 4500 - All All All
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Application Cisco Firepower Threat Defense 6.1.0.5 All All All

Application Cisco Firepower Threat Defense 6.2.0.2 All All All

Application Cisco Firepower Threat Defense 6.2.1 All All All

Application Cisco Firepower Threat Defense 6.2.2 All All All

Application Cisco Firepower Threat Defense 6.1.0.5 All All All

Application Cisco Firepower Threat Defense 6.2.0.2 All All All

Application Cisco Firepower Threat Defense 6.2.1 All All All

Application Cisco Firepower Threat Defense 6.2.2 All All All

Hardware Cisco Firesight Management Center 1500 - All All All

Hardware Cisco Firesight Management Center 1500 - All All All

Hardware Cisco Firesight Management Center 3500 - All All All

Hardware Cisco Firesight Management Center 3500 - All All All

Hardware Cisco Firesight Management Center 750 - All All All

Hardware Cisco Firesight Management Center 750 - All All All

Hardware Cisco Ngips Virtual Appliance - All All All

Hardware Cisco Ngips Virtual Appliance - All All All

References

Reference Source Link Tags

Cisco Firepower System Software CVE-2018-0254 Remote Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Cisco Firepower System Software Intelligent Application Bypass Vulnerability CONFIRM tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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