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CVE CVE-2018-0300
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-21 11:29:00 UTC
Updated 2019-10-09 23:31:00 UTC
Description A vulnerability in the process of uploading new application images to Cisco FXOS on the Cisco Firepower 4100 Series Nex:

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Firepower 4110 - All All All
Hardware Cisco Firepower 4110 - All All All
Hardware Cisco Firepower 4120 - All All All
Hardware Cisco Firepower 4120 - All All All
Hardware Cisco Firepower 4140 - All All All
Hardware Cisco Firepower 4140 - All All All
Hardware Cisco Firepower 4150 - All All All
Hardware Cisco Firepower 4150 - All All All
Hardware Cisco Firepower 9300 Security Appliance - All All All
Hardware Cisco Firepower 9300 Security Appliance - All All All
Operating System Cisco Fxos 2.0(1.68) All All All
Operating System Cisco Fxos 2.0\(1.68\) All All All
Operating System Cisco Fxos 2.0\(1.68\) All All All
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Cisco NX-OS Multiple Bugs Let Remote Users Deny Service and Execute Arbitrary Code and Let Remote Authenticated Users Gain Elevated

CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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