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A vulnerability in the NX-API feature of Cisco NX-OS Software could allow an unauthenticated, remote attacker to craft a pe
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Problem Types: CWE-119
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Hardware Cisco Nexus C36180yc-r - All All All
Hardware Cisco Nexus N9k-c9508-fm-r - All All All
Hardware Cisco Nexus N9k-c9508-fm-r - All All All
Hardware Cisco Nexus N9k-x9636¢-r - All All All
Hardware Cisco Nexus N9k-x9636¢-r - All All All
Hardware Cisco Nexus N9k-x9636q-r - All All All
Hardware Cisco Nexus N9k-x96369-r - All All All
Operating System Cisco Nx-0s All All All All
Operating System Cisco Nx-0s 5.2 All All All
Operating System Cisco Nx-0s 6.0 All All All
Operating System Cisco Nx-0s 6.2 All All All
Operating System Cisco Nx-0s 7.0 All All All
Operating System Cisco Nx-o0s 7.0(3)i7 All All All
Operating System Cisco Nx-0s 7.0\(3\)i7 All All All
Operating System Cisco Nx-0s 7.1 All All All
Operating System Cisco Nx-0s 7.2 All All All
Operating System Cisco Nx-0s 8.1 All All All
Operating System Cisco Nx-0s 8.2 All All All
Operating System Cisco Nx-o0s All All All All
Operating System Cisco Nx-0s 5.2 All All All
Operating System Cisco Nx-os 6.0 All All All
Operating System Cisco Nx-0s 6.2 All All All
Operating System Cisco Nx-0s 7.0 All All All
Operating System Cisco Nx-0s 7.0\(3\)i7 All All All
Operating System Cisco Nx-0s 71 All All All
Operating System Cisco Nx-0s 7.2 All All All
Operating System Cisco Nx-0s 8.1 All All All
Operating System Cisco Nx-0s 8.2 All All All
Reference

Cisco NX-OS Software NX-API Arbitrary Code Execution Vulnerability
Cisco NX-OS Software NX-API CVE-2018-0301 Remote Code Execution Vulnerability
Cisco NX-OS Multiple Bugs Let Remote Users Deny Service and Execute Arbitrary Code and Let Remote Authenticated Users Gain Elevated

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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