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Summary

CVE CVE-2018-0329

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-07 21:29:00 UTC

Updated 2020-09-04 15:55:00 UTC

Description A vulnerability in the default configuration of the Simple Network Management Protocol (SNMP) feature of Cisco Wide Area Application Services (WAAS) Software could allow an unauthenticated, remote attacker to read data from an affected device via SNMP. The vulnerability is due to a hard-coded, read-only community string in the configuration file for the SNMP daemon. An attacker could exploit this vulnerability by using the static community string in SNMP version 2c queries to an affected device. A successful exploit could allow the attacker to read any data that is accessible via SNMP on the affected device. Note: The static credentials are defined in an internal configuration file and are not visible in the current operation configuration ('running-config') or the startup configuration ('startup-config'). Cisco Bug IDs: CSCvi40137.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Wide Area Application Services 6.2(3) All All All

Application Cisco Wide Area Application Services 6.2\(3\) All All All

Application Cisco Wide Area Application Services 6.4(1) All All All

Application Cisco Wide Area Application Services 6.4\(1\) All All All

Application Cisco Wide Area Application Services 6.2\(3\) All All All

Application Cisco Wide Area Application Services 6.4\(1\) All All All

References

Reference

Cisco Wide Area Application Services Software CVE-2018-0329 Information Disclosure Vulnerability

Cisco Wide Area Application Services Default SNMP Community String Lets Remote Users Access Data on the Target System - SecurityTracker

Cisco Wide Area Application Services Software Static SNMP Credentials Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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