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Summary

CVE CVE-2018-0342

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-18 23:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in the configuration and monitoring service of the Cisco SD-WAN Solution could allow an authenticated, local attacker to execute arbitrary code with root privileges or cause a denial of service (DoS) condition on an affected device. The vulnerability is due to incomplete bounds checks for data that is provided by the configuration and monitoring service of the affected solution. An attacker could exploit this vulnerability by sending malicious data to the vDaemon listening service on an affected device. A successful exploit could allow the attacker to cause a buffer overflow condition on the affected device, which could allow the attacker to execute arbitrary code with root privileges on the device or cause the vDaemon listening service to reload and result in a DoS condition on the device. This vulnerability affects the following Cisco products if they are running a release of the Cisco SD-WAN Solution prior to Release 18.3.0: vBond Orchestrator Software, vEdge 100 Series Routers, vEdge 1000 Series Routers, vEdge 2000 Series Routers, vEdge 5000 Series Routers, vEdge Cloud Router Platform, vManage Network Management Software, vSmart Controller Software. Cisco Bug IDs: CSCvi70003.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Vbond Orchestrator - All All All

Application Cisco Vbond Orchestrator - All All All

Hardware Cisco Vedge-100 - All All All

Hardware Cisco Vedge-100 - All All All

Hardware Cisco Vedge-1000 - All All All

Hardware Cisco Vedge-1000 - All All All

Operating System Cisco Vedge-1000 Firmware All All All All

Operating System Cisco Vedge-1000 Firmware All All All All

Operating System Cisco Vedge-100 Firmware All All All All

Operating System Cisco Vedge-100 Firmware All All All All

Hardware Cisco Vedge-2000 - All All All

Hardware Cisco Vedge-2000 - All All All

Operating System Cisco Vedge-2000 Firmware All All All All

Operating System Cisco Vedge-2000 Firmware All All All All

Hardware Cisco Vedge-5000 - All All All

Hardware Cisco Vedge-5000 - All All All

Operating System Cisco Vedge-5000 Firmware All All All All
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Operating System Cisco Vedge-5000 Firmware All All All All

Operating System Cisco Vedge-5000 Firmware All All All All

Application Cisco Vedge-plus - All All All

Application Cisco Vedge-plus - All All All

Application Cisco Vedge-pro - All All All

Application Cisco Vedge-pro - All All All

Hardware Cisco Vedge 100b - All All All

Hardware Cisco Vedge 100b - All All All

Operating System Cisco Vedge 100b Firmware All All All All

Operating System Cisco Vedge 100b Firmware All All All All

Hardware Cisco Vedge 100m - All All All

Hardware Cisco Vedge 100m - All All All

Operating System Cisco Vedge 100m Firmware All All All All

Operating System Cisco Vedge 100m Firmware All All All All

Hardware Cisco Vedge 100wm - All All All

Hardware Cisco Vedge 100wm - All All All

Operating System Cisco Vedge 100wm Firmware All All All All

Operating System Cisco Vedge 100wm Firmware All All All All

Application Cisco Vmanage Network Management - All All All

Application Cisco Vmanage Network Management - All All All

Application Cisco Vsmart Controller - All All All

Application Cisco Vsmart Controller - All All All

References

Reference Source Link Tags

Cisco SD-WAN Solution Local Buffer Overflow Vulnerability CONFIRM tools.cisco.com Vendor Advisory

Cisco SD-WAN Solution CVE-2018-0342 Local Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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