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Summary

CVE CVE-2018-0355

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-07 21:29:00 UTC

Updated 2020-09-04 15:56:00 UTC

Description A vulnerability in the web UI of Cisco Unified Communications Manager (Unified CM) could allow an unauthenticated, remote attacker to conduct a cross-frame scripting (XFS) attack against the user of the web UI of an affected system. The vulnerability is due to insufficient protections for HTML inline frames (iframes) by the web UI of the affected software. An attacker could exploit this vulnerability by persuading a user of the affected UI to navigate to an attacker-controlled web page that contains a malicious HTML iframe. A successful exploit could allow the attacker to conduct click-jacking or other client-side browser attacks on the affected system. Cisco Bug IDs: CSCvg19761.

Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 10.5(2.10000.5) All All All

Application Cisco Unified Communications Manager 10.5\(2.10000.5\) All All All

Application Cisco Unified Communications Manager 11.0(1.10000.10) All All All

Application Cisco Unified Communications Manager 11.0\(1.10000.10\) All All All

Application Cisco Unified Communications Manager 11.5(1.10000.6) All All All

Application Cisco Unified Communications Manager 11.5\(1.10000.6\) All All All

Application Cisco Unified Communications Manager 12.0(1.10000.10) All All All

Application Cisco Unified Communications Manager 12.0\(1.10000.10\) All All All

Application Cisco Unified Communications Manager 10.5\(2.10000.5\) All All All

Application Cisco Unified Communications Manager 11.0\(1.10000.10\) All All All

Application Cisco Unified Communications Manager 11.5\(1.10000.6\) All All All

Application Cisco Unified Communications Manager 12.0\(1.10000.10\) All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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