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ClamAV before 0.100.1 has an HWP integer overflow with a resultant infinite loop via a crafted Hangul Word Processor file.
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Clamav Clamav All All All All
Clamav Clamav All All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All

References
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ClamAV: Multiple vulnerabilities (GLSA 201904-12) — Gentoo security GENTOO security.gentoo.org

Clam AntiVirus File Processing Bugs Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com
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USN-3722-2: ClamAV vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com
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CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500092 Alpine Linux Security Update for clamav
503817 Alpine Linux Security Update for clamav

710172 Gentoo Linux ClamAV Multiple vulnerabilities (GLSA 201904-12)
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