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Summary

CVE CVE-2018-0373

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-21 11:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description A vulnerability in vpnva-6.sys for 32-bit Windows and vpnva64-6.sys for 64-bit Windows of Cisco AnyConnect Secure Mobility Client for Windows Desktop could allow an authenticated, local attacker to cause a denial of service (DoS) condition on an affected system. The vulnerability is due to improper validation of user-supplied data. An attacker could exploit this vulnerability by sending a malicious request to the application. A successful exploit could allow the attacker to cause a DoS condition on the affected system. Cisco Bug IDs: CSCvj47654.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Anyconnect Secure Mobility Client 4.5(1044) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(2033) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(2036) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(3040) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(4029) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(5030) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5(58) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(1044\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(2033\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(2036\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(3040\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(4029\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(5030\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(58\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6(1098) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6(362) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6\(1098\) All All All
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Application Cisco Anyconnect Secure Mobility Client 4.6\(1098\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6\(362\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(1044\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(2033\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(2036\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(3040\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(4029\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(5030\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.5\(58\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6\(1098\) All All All

Application Cisco Anyconnect Secure Mobility Client 4.6\(362\) All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference

Cisco AnyConnect Secure Mobility Client for Windows Desktop Input Validation Flaw Lets Local Users Cause Denial of Service Conditions - SecurityTracker

Cisco AnyConnect Secure Mobility Client for Windows CVE-2018-0373 Denial of Service Vulnerability

Cisco AnyConnect Secure Mobility Client for Windows Desktop Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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