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Multiple vulnerabilities exist in the Cisco Webex Network Recording Player for Advanced Recording Format (ARF) and Wek
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Cisco Webex Business Suite All All All All
Cisco Webex Business Suite 31.23 All All All
Cisco Webex Business Suite 32.15 All All All
Cisco Webex Business Suite 33.0.6 All All All
Cisco Webex Business Suite 33.1.1 All All All
Cisco Webex Business Suite 33.2 All All All
Cisco Webex Business Suite All All All All
Cisco Webex Business Suite 31.23 All All All
Cisco Webex Business Suite 32.15 All All All
Cisco Webex Business Suite 33.0.6 All All All
Cisco Webex Business Suite 33.1.1 All All All
Cisco Webex Business Suite 33.2 All All All
Cisco Webex Business Suite All All All All
Cisco Webex Business Suite All All All All
Cisco Webex Meetings Online All All All All
Cisco Webex Meetings Online 1.3.35 All All All
Cisco Webex Meetings Online 1.3.35 All All All
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Application Cisco Webex Meeting Server 3.0 mri All All

Application Cisco Webex Meeting Server 3.0 mr1 All All
Reference Source

Cisco WebEx Meetings Server File ARF and WRF Processing Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRA

Multiple Cisco WebEx Network Recording Players Multiple Remote Code Execution Vulnerabilities BID
Cisco Webex Network Recording Players Remote Code Execution Vulnerabilities CONFIRI
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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