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CVE CVE-2018-0417
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-17 22:29:00 UTC
Updated 2023-04-26 18:51:00 UTC
Description A vulnerability in TACACS authentication with Cisco Wireless LAN Controller (WLC) Software could allow an authenticated,
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco Wireless Lan Controller All All All All
Operating System Cisco Wireless Lan Controller 8.7\(1.115\) All All All
Operating System Cisco Wireless Lan Controller All All All All
Operating System Cisco Wireless Lan Controller 8.7\(1.115\) All All All
Operating System Cisco Wireless Lan Controller Software All All All All
Operating System Cisco Wireless Lan Controller Software 8.7(1.115) All All All
Operating System Cisco Wireless Lan Controller Software 8.7\(1.115\) All All All
Reference Source

Cisco Wireless LAN Controller TACACS CLI Flaw Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRAC

Cisco Wireless LAN Controller CVE-2018-0417 Remote Privilege Escalation Vulnerability BID

Cisco Wireless LAN Controller Software GUI Privilege Escalation Vulnerability CISCO
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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