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Summary

CVE CVE-2018-0422

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-05 14:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A vulnerability in the folder permissions of Cisco Webex Meetings client for Windows could allow an authenticated, local attacker to modify locally stored files and execute code on a targeted device with the privilege level of the user. The vulnerability is due to folder permissions that grant a user the permission to read, write, and execute files in the Webex folders. An attacker could exploit this vulnerability to write malicious files to the Webex client directory, affecting all other users of the targeted device. A successful exploit could allow a user to execute commands with elevated privileges. Attacks on single-user systems are less likely to occur, as the attack must be carried out by the user on the user's own system. Multiuser systems have a higher risk of exploitation because folder permissions have an impact on all users of the device. For an attacker to exploit this vulnerability successfully, a second user must execute the locally installed malicious file to allow remote code execution to occur.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Business Suite 31 All All All All

Application Cisco Webex Business Suite 31 All All All All

Application Cisco Webex Business Suite 32 All All All All

Application Cisco Webex Business Suite 32 All All All All

Application Cisco Webex Business Suite 33 All All All All

Application Cisco Webex Business Suite 33 All All All All

Application Cisco Webex Meetings Online All All All All

Application Cisco Webex Meetings Online t31.20 All All All

Application Cisco Webex Meetings Online t31.20.2 All All All

Application Cisco Webex Meetings Online All All All All

Application Cisco Webex Meetings Online t31.20 All All All

Application Cisco Webex Meetings Online t31.20.2 All All All

Application Cisco Webex Meetings Server 3.0 mr1 All All

Application Cisco Webex Meetings Server 3.0 mr1 All All

Application Cisco Webex Meetings Server All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All
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Operating System Microsoft Windows - All All All

References

Reference Source

Cisco Webex Meetings Client CVE-2018-0422 Local Privilege Escalation Vulnerability BID

Cisco Webex Meetings Client for Windows Privilege Escalation Vulnerability CISCO

Cisco WebEx Meetings Server Windows-Based Folder Permissions Lets Local Users Obtain System Privileges - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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