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Summary

CVE CVE-2018-0428

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-15 20:29:00 UTC

Updated 2019-10-09 23:32:00 UTC

Description A vulnerability in the account management subsystem of Cisco Web Security Appliance (WSA) could allow an authenticated, local attacker to elevate privileges to root. The attacker must authenticate with valid administrator credentials. The vulnerability is due to improper implementation of access controls. An attacker could exploit this vulnerability by authenticating to the device as a specific user to gain the information needed to elevate privileges to root in a separate login shell. A successful exploit could allow the attacker to escape the CLI subshell and execute system-level commands on the underlying operating system as root. Cisco Bug IDs: CSCvj93548.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Web Security Appliance 11.0.0-fcs-250 All All All

Hardware Cisco Web Security Appliance 11.5.0-fcs-000 All All All

Hardware Cisco Web Security Appliance wsa10.0.0-959 All All All

Hardware Cisco Web Security Appliance wsa10.5.0-fcs-000 All All All

Hardware Cisco Web Security Appliance 11.0.0-fcs-250 All All All

Hardware Cisco Web Security Appliance 11.5.0-fcs-000 All All All

Hardware Cisco Web Security Appliance wsa10.0.0-959 All All All

Hardware Cisco Web Security Appliance wsa10.5.0-fcs-000 All All All

References

Reference Source Link

Cisco Web Security Appliance Privilege Escalation Vulnerability CISCO tools.cisco.com

Cisco Web Security Appliance CVE-2018-0428 Local Privilege Escalation Vulnerability BID www.securityfocus.com

Cisco Web Security Appliance Access Control Flaw Lets Local Users Gain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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