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Summary

CVE CVE-2018-0429

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-09 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Stack-based buffer overflow in the Cisco Thor decoder before commit 18de8f9f0762c3a542b1122589edb8af859d9813 allows local users to cause a denial of service (segmentation fault) and execute arbitrary code via a crafted non-conformant Thor bitstream.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Thor Video Codec All All All All

Application Cisco Thor Video Codec All All All All

References

Reference Source Link Tags

Cisco Thor Decoder CVE-2018-0429 Stack Based Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Fix possible stack overflows in decoder for illegal bit streams · cisco/thor@18de8f9 · GitHub CONFIRM github.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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