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CVE CVE-2018-0467
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-05 14:29:00 UTC
Updated 2019-04-15 12:31:00 UTC
Description A vulnerability in the IPv6 processing code of Cisco IOS and I0S XE Software could allow an unauthenticated, remote attac
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los Xe 15.6(2)sp All All All
Operating System Cisco los Xe 15.6\(2\)sp All All All
Operating System Cisco los Xe 16.6.1 All All All
Operating System Cisco los Xe everest-16.6.1 All All All
Operating System Cisco los Xe 15.6\(2\)sp All All All
Operating System Cisco los Xe 16.6.1 All All All
Operating System Cisco los Xe everest-16.6.1 All All All
Reference

Rockwell Automation Stratix 5400/5410/5700/8000/8300 and ArmorStratix 5700 | CISA

Cisco 10S/I0S XE Multiple Flaws Let Remote Users Cause the Target Device to Hang or Reload and Local Users Gain Elevated Privileges - ¢
Cisco 10S and I0S XE Software IPv6 Hop-by-Hop Options Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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