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Summary

CVE CVE-2018-0494

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-06 22:29:00 UTC

Updated 2019-03-15 01:22:00 UTC

Description GNU Wget before 1.19.5 is prone to a cookie injection vulnerability in the resp_new function in http.c via a \r\n sequence in a continuation line.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Gnu Wget All All All All
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Application Gnu Wget All All All All

Application Gnu Wget All All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

GNU Wget: Cookie injection (GLSA 201806-01) — Gentoo Security GENTOO

wget.git - GNU Wget MISC

[Bug-wget] [ANNOUNCEMENT] New release 1.19.5 of GNU Wget MISC

sintonen.fi/advisories/gnu-wget-cookie-injection.txt MISC

USN-3643-1: Wget vulnerability | Ubuntu security notices | Ubuntu UBUNTU

GNU wget - Cookie Injection - Linux local Exploit EXPLOIT-DB

[SECURITY] [DLA 1375-1] wget security update MLIST

wget Input Validation Flaw in SetCookie Processing Lets Remote Users Inject Arbitrary Cookies on the Target System - SecurityTracker SECTRACK

Debian -- Security Information -- DSA-4195-1 wget DEBIAN

GNU wget CVE-2018-0494 Cookie Injection Security Bypass Vulnerability BID

GNU Wget - Bugs: Exiting with Error [Savannah] MISC

USN-3643-2: Wget vulnerability | Ubuntu security notices UBUNTU

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500736 Alpine Linux Security Update for wget

504512 Alpine Linux Security Update for wget
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site. This site includes MITRE data granted under the following license.
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