
CVE-2018-0562
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2018-0562

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-16 14:29:00 UTC

Updated 2018-05-21 15:04:00 UTC

Description Untrusted search path vulnerability in Installer of SoundEngine Free ver.5.21 and earlier allows an attacker to gain privileges via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Coderium Soundengine All All All All

References

Reference Source

SoundEngine Free ver.5.22を公開(インストーラーのDLLハイジャックの脆弱性への修正) 【プレスリリース】 | ペンギンプレス CONFIRM

JVN#85056623: Installer of SoundEngine Free may insecurely load Dynamic Link Libraries JVN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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