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Summary

CVE CVE-2018-0649

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-07 14:29:00 UTC

Updated 2018-11-19 16:23:00 UTC

Description Untrusted search path vulnerability in the installers of multiple Canon IT Solutions Inc. software programs (ESET Smart Security Premium, ESET Internet Security, ESET Smart Security, ESET NOD32 Antivirus, DESlock+ Pro, and CompuSec (all programs except packaged ones)) allows an attacker to gain privileges via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eset Compusec - All All All

Application Eset Compusec - All All All

Application Eset Deslock Pro - All All All

Application Eset Deslock Pro - All All All

Application Eset Deslock Pro - All All All

Application Eset Internet Security - All All All

Application Eset Internet Security - All All All

Application Eset Nod32 Antivirus - All All All

Application Eset Nod32 Antivirus - All All All

Application Eset Smart Security - All All All

Application Eset Smart Security - All All All

Application Eset Smart Security Premium - All All All

Application Eset Smart Security Premium - All All All
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JVN#41452671: The installers of multiple Canon IT Solutions Inc. software programs may insecurely load Dynamic Link Libraries JVN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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