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Summary

CVE CVE-2018-0651

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-09 23:29:00 UTC

Updated 2019-02-11 15:10:00 UTC

Description Buffer overflow in the license management function of YOKOGAWA products (iDefine for ProSafe-RS R1.16.3 and earlier, STARDOM VDS R7.50 and earlier, STARDOM FCN/FCJ Simulator R4.20 and earlier, ASTPLANNER R15.01 and earlier, TriFellows V5.04 and earlier) allows remote attackers to stop the license management function or execute an arbitrary program via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yokogawa Astplanner All All All All

Hardware Yokogawa Idefine For Prosafe-rs - All All All

Hardware Yokogawa Idefine For Prosafe-rs - All All All

Operating System Yokogawa Idefine For Prosafe-rs Firmware All All All All

Hardware Yokogawa Stardom Fcn/fcj Simulator - All All All

Operating System Yokogawa Stardom Fcn/fcj Simulator Firmware All All All All

Hardware Yokogawa Stardom Fcn/fcj Simulator - All All All

Hardware Yokogawa Stardom Fcn/fcj Simulator - All All All

Operating System Yokogawa Stardom Fcn/fcj Simulator Firmware All All All All

Hardware Yokogawa Stardom Versatile Data Server - All All All

Hardware Yokogawa Stardom Versatile Data Server - All All All

Operating System Yokogawa Stardom Versatile Data Server Firmware All All All All

Application Yokogawa Trifellows All All All All

References
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Malformed Request BID www.securityfocus.com

JVNVU#93845358: 複数の横河製品のライセンス管理機能にバッファオーバーフローの脆弱性 MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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