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CVE CVE-2018-0735
State PUBLIC
Assigner openssl-security@openssl.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-29 13:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description The OpenSSL ECDSA signature algorithm has been shown to be vulnerable to a timing side channel attack. An attacker cc

/ |

1|

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Canonical  Ubuntu Linux 14.04 All All All
Operating System  Canonical  Ubuntu Linux 16.04 All All All
Operating System  Canonical  Ubuntu Linux 18.04 All All All
Operating System  Canonical  Ubuntu Linux 18.10 All All All
Operating System  Canonical  Ubuntu Linux 14.04 All All All
Operating System  Canonical  Ubuntu Linux 16.04 All All All
Operating System  Canonical  Ubuntu Linux 18.04 All All All
Operating System  Canonical  Ubuntu Linux 18.10 All All All
Operating System  Debian Debian Linux 8.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Operating System  Debian Debian Linux 8.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Application Netapp Cloud Backup - All All All
Application Netapp Cloud Backup - All All All
Hardware Netapp Cn1610 - All All All
Hardware Netapp Cn1610 - All All All
Operating System  Netapp Cn1610 Firmware - All All All
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OpenSSL CVE-2018-0735 Side Channel Attack Information Disclosure Vulnerability BID
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Vendor Comments And Credit

Discovery Credit
LEGACY: Samuel Weiser

Legacy QID Mappings

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
500432 Alpine Linux Security Update for nodejs

500491 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500559 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500758 Alpine Linux Security Update for openssl

501095 Alpine Linux Security Update for nodejs-current

501158 Alpine Linux Security Update for openssl

501977 Alpine Linux Security Update for Open Secure Sockets Layer3 (OpenSSL3)



http://www.securityfocus.com/bid/105750
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commitdiff%253Bh=b1d6d55ece1c26fa2829e2b819b038d7b6d692b4
https://www.openssl.org/news/secadv/20181029.txt
https://www.debian.org/security/2018/dsa-4348
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=b1d6d55ece1c26fa2829e2b819b038d7b6d692b4
https://nodejs.org/en/blog/vulnerability/november-2018-security-releases/
https://www.oracle.com/technetwork/security-advisory/cpujan2019-5072801.html
http://www.securitytracker.com/id/1041986
https://www.oracle.com/technetwork/security-advisory/cpujul2019-5072835.html
https://lists.debian.org/debian-lts-announce/2018/11/msg00024.html
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=56fb454d281a023b3f950d969693553d3f3ceea1
https://security.netapp.com/advisory/ntap-20181105-0002/
https://www.oracle.com/security-alerts/cpujan2020.html
https://usn.ubuntu.com/3840-1/
https://access.redhat.com/errata/RHSA-2019:3700
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commitdiff%253Bh=56fb454d281a023b3f950d969693553d3f3ceea1
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2018-0735
https://nvd.nist.gov/vuln/detail/CVE-2018-0735
http://cve.report/qid/296075
http://cve.report/qid/500432
http://cve.report/qid/500491
http://cve.report/qid/500559
http://cve.report/qid/500758
http://cve.report/qid/501095
http://cve.report/qid/501158
http://cve.report/qid/501977

502896 Alpine Linux Security Update for openssl1.1-compat
504195 Alpine Linux Security Update for nodejs
504250 Alpine Linux Security Update for openssl

690638 Free Berkeley Software Distribution (FreeBSD) Security Update for Open Secure Sockets Layer (OpenSSL) (238ae7de-dba2-
11e8-b713-b499baebfeaf)
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