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CVE CVE-2018-0765
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-09 19:29:00 UTC
Updated 2018-06-14 18:01:00 UTC
Description A denial of service vulnerability exists when .NET and .NET Core improperly process XML documents, aka ".NET and .NET

/ ]
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft .net Core 2.0 All All All
Application Microsoft .net Core 2.0 All All All
Application Microsoft .net Framework 2.0 sp2 All All
Application Microsoft .net Framework 3.0 sp2 All All
Application Microsoft .net Framework 3.5 All All All
Application Microsoft .net Framework 3.5.1 All All All
Application Microsoft .net Framework 452 All All All
Application Microsoft .net Framework 4.6 All All All
Application Microsoft .net Framework 4.6.1 All All All
Application Microsoft .net Framework 46.2 All All All
Application Microsoft .net Framework 4.7 All All All
Application Microsoft .net Framework 4.71 All All All
Application Microsoft .net Framework 4.7.2 All All All
Application Microsoft .net Framework 2.0 sp2 All All
Application Microsoft .net Framework 3.0 sp2 All All
Application Microsoft .net Framework 3.5 All All All
Application Microsoft .net Framework 3.5.1 All All All
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References

Reference Source Link

Microsoft .NET Lets Remote Users Deny Service and Local Users Bypass UMCI Policy - SecurityTracker SECTRACK  www.securitytracke

Microsoft .NET CVE-2018-0765 Denial Of Service Vulnerability BID www.securityfocus
portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0765 CONFIRM portal.msrc.micros:
CVE Program record CVE.ORG WWW.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981396 Dotnet (nuget) Security Update for System.Security.Cryptography.Xml (GHSA-35hc-x2cw-2j4v)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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