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Summary

CVE CVE-2018-1000004

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-16 20:29:00 UTC

Updated 2020-07-15 03:15:00 UTC

Description In the Linux kernel 4.12, 3.10, 2.6 and possibly earlier versions a race condition vulnerability exists in the sound system, this can lead to a deadlock and denial of service condition.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.10 All All All

Operating System Linux Linux Kernel 4.12 All All All

Operating System Linux Linux Kernel 3.10 All All All

Operating System Linux Linux Kernel 4.12 All All All

Operating System Linux Linux Kernel All All All All
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oss-sec: sound driver Conditional competition MLIST seclists.org Exploit, Mailing List, Patch, Third Party Advisory

USN-3631-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com
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Red Hat Customer Portal REDHAT access.redhat.com

DCIM Support CONFIRM help.ecostruxureit.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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