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The Squid Software Foundation Squid HTTP Caching Proxy version prior to version 4.0.23 contains a NULL Pointer Derefe
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)
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References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Squid-cache Squid All All All All
Squid-cache Squid All All All All
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[SECURITY] [DLA 1266-1] squid3 security update

www.squid-cache.org/Versions/v3/3.5/changesets/SQUID-2018_2.patch

[SECURITY] [DLA 1267-1] squid security update
www.squid-cache.org/Versions/v4/changesets/SQUID-2018_2.patch
USN-3557-1: Squid vulnerabilities | Ubuntu security notices
www.squid-cache.org/Advisories/SQUID-2018_2.txt

Debian -- Security Information -- DSA-4122-1 squid3

USN-4059-2: Squid vulnerabilities | Ubuntu security notices
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500657 Alpine Linux Security Update for squid

504426 Alpine Linux Security Update for squid

377527 Alibaba Cloud Linux Security Update for squid (ALINUX2-SA-2020:0046)
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