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CVE CVE-2018-1000035
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-09 23:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description A heap-based buffer overflow exists in Info-Zip UnZip version <= 6.00 in the processing of password-protected archives tha
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Unzip Project Unzip All All All All

Reference Source Link Tags

Multiple buffer overflow vulnerabilities in InfoZip UnZip | SEC Consult MISC sec-consult.com Third Party Advis

UnZip: User-assisted execution of arbitrary code (GLSA 202003-58) — Gentoo security GENTOO  security.gentoo.org

[SECURITY] [DLA 2082-1] unzip security update MLIST lists.debian.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analys
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500710 Alpine Linux Security Update for unzip
504483 Alpine Linux Security Update for unzip

900036 CBL-Mariner Linux Security Update for unzip 6.0



https://cve.report/
https://cve.report/CVE-2018-1000035/mitre
https://cve.report/CVE-2018-1000035/nist
https://cve.report/CVE-2018-1000035/cve_org
https://cve.report/CVE-2018-1000035.pdf
http://cve.report/vendor/unzip_project
http://cve.report/software/unzip_project/unzip
https://sec-consult.com/en/blog/advisories/multiple-vulnerabilities-in-infozip-unzip/index.html
https://security.gentoo.org/glsa/202003-58
https://lists.debian.org/debian-lts-announce/2020/01/msg00026.html
https://www.cve.org/CVERecord?id=CVE-2018-1000035
https://nvd.nist.gov/vuln/detail/CVE-2018-1000035
http://cve.report/qid/500710
http://cve.report/qid/504483
http://cve.report/qid/900036

901516 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (6941-1)

902861 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (1809)
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