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CVE CVE-2018-1000039
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-05-24 13:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description In MuPDF 1.12.0 and earlier, multiple heap use after free bugs in the PDF parser could allow an attacker to execute arbitra
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Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mupdf All All All All

References

Reference Source Link
git.ghostscript.com Git - mupdf.git’commitdiff CONFIRM  git.ghostscript.com
git.ghostscript.com Git - mupdf.git/commitdiff CONFIRM  git.ghostscript.com
MuPDF: Multiple vulnerabilities (GLSA 201811-15) — Gentoo security GENTOO  security.gentoo.org
git.ghostscript.com Git - mupdf.git/commitdiff git.ghostscript.com
git.ghostscript.com Git - mupdf.git/commitdiff git.ghostscript.com
git.ghostscript.com Git - mupdf.git/commitdiff git.ghostscript.com
5492 - mupdf/pdf_fuzzer: Heap-use-after-free in add_range - oss-fuzz - Monoralil MISC bugs.chromium.org
git.ghostscript.com Git - mupdf.git/commitdiff CONFIRM  git.ghostscript.com
5604 - mupdf/pdf_fuzzer: Heap-use-after-free in fz_fin_cached_color_converter - oss-fuzz - Monorail MISC bugs.chromium.org
5521 - mupdf/pdf_fuzzer: Heap-use-after-free in fz_drop_key_storable - oss-fuzz - Monorail MISC bugs.chromium.org
5513 - mupdf/pdf_fuzzer: Heap-use-after-free in fz_drop_key_storable - oss-fuzz - Monorail MISC bugs.chromium.org
CVE Program record CVE.ORG www.cve.org
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https://cve.report/
https://cve.report/CVE-2018-1000039/mitre
https://cve.report/CVE-2018-1000039/nist
https://cve.report/CVE-2018-1000039/cve_org
https://cve.report/CVE-2018-1000039.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/mupdf
http://git.ghostscript.com/?p=mupdf.git;a=commitdiff;h=4dcc6affe04368461310a21238f7e1871a752a05;hp=8ec561d1bccc46e9db40a9f61310cd8b3763914e
http://git.ghostscript.com/?p=mupdf.git;a=commitdiff;h=f597300439e62f5e921f0d7b1e880b5c1a1f1607;hp=093fc3b098dc5fadef5d8ad4b225db9fb124758b
https://security.gentoo.org/glsa/201811-15
http://git.ghostscript.com/?p=mupdf.git%253Ba=commitdiff%253Bh=71ceebcf56e682504da22c4035b39a2d451e8ffd%253Bhp=7f82c01523505052615492f8e220f4348ba46995
http://git.ghostscript.com/?p=mupdf.git%253Ba=commitdiff%253Bh=4dcc6affe04368461310a21238f7e1871a752a05%253Bhp=8ec561d1bccc46e9db40a9f61310cd8b3763914e
http://git.ghostscript.com/?p=mupdf.git%253Ba=commitdiff%253Bh=f597300439e62f5e921f0d7b1e880b5c1a1f1607%253Bhp=093fc3b098dc5fadef5d8ad4b225db9fb124758b
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=5492
http://git.ghostscript.com/?p=mupdf.git;a=commitdiff;h=71ceebcf56e682504da22c4035b39a2d451e8ffd;hp=7f82c01523505052615492f8e220f4348ba46995
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=5604
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=5521
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=5513
https://www.cve.org/CVERecord?id=CVE-2018-1000039
https://nvd.nist.gov/vuln/detail/CVE-2018-1000039
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710282 Gentoo Linux MuPDF Multiple Vulnerabilities (GLSA 201811-15)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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