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Summary

CVE CVE-2018-1000041

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-09 23:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description GNOME librsvg version before commit c6ddf2ed4d768fd88adbea2b63f575cd523022ea contains a Improper input validation vulnerability in rsvg-io.c that can result in the victim's Windows username and NTLM password hash being leaked to remote attackers through SMB. This attack appear to be exploitable via The victim must process a specially crafted SVG file containing an UNC path on Windows.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Gnome Librsvg All All All All

Application Gnome Librsvg All All All All

References

Reference Source Link Tags

Merge branch 'no-xrefs-in-paint-servers' · GNOME/librsvg@c6ddf2e · GitHub CONFIRM github.com Third Party Advisory

Fixed possible credentials leaking reported by Alex Birsan. · ImageMagick/librsvg@f9d69ea · GitHub CONFIRM github.com Third Party Advisory

[SECURITY] [DLA 1278-1] librsvg security update MLIST lists.debian.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
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