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CVE-2018-1000049

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

essamnncwraumsucay — Gertain versions of Claymore Dual Miner from Nanopool contain the
' following vulnerability:

Nanopool Claymore Dual Miner version 7.3 and earlier contains a
remote code execution vulnerability by abusing the miner API. The flaw
can be exploited only if the software is executed with read/write mode
enabled.

CVE-2018-1000049 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
TWORK [ HIGH ] [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SEMEDIUNM)
Access Access Authentication
Vector Complexity
TWORK
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


http://www.rapid7.com/db/modules/exploit/multi/misc/claymore_dual_miner_remote_manager_rce
https://web.archive.org/web/2018/https://reversebrain.github.io/2018/02/01/Claymore-Dual-Miner-Remote-Code-Execution
http://packetstormsecurity.com/files/147678/Nanopool-Claymore-Dual-Miner-7.3-Remote-Code-Execution.html
https://nitter.domain.glass/ReverseBrain/status/951850534985662464
https://www.exploit-db.com/exploits/45044/
https://web.archive.org/web/2018/https://reversebrain.github.io/2018/02/01/Claymore-Dual-Miner-Remote-Code-Execution/
https://www.exploit-db.com/exploits/44638/
mailto:%20comment@cve.report

Type Vendor Product Version Update Edition Language

Application Nanopool Claymore Dual Miner All All All All

cpe:2.3:a:nanopool:claymore_dual_miner:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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