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Summary

CVE CVE-2018-1000099

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-13 01:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Teluu PJSIP version 2.7.1 and earlier contains a Access of Null/Uninitialized Pointer vulnerability in pjmedia SDP parsing that can result in Crash. This attack appear to be exploitable via Sending a specially crafted message. This vulnerability appears to have been fixed in 2.7.2.

Risk And Classification

Problem Types: CWE-824

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Teluu Pjsip All All All All

References

Reference

#2092 (Crash when receiving SDP with invalid fmtp attribute) – pjsip Open source SIP, media, and NAT traversal stacks/libraries for smartphones

#2094 (Crash when receiving SDP with invalid fmtp attribute) – pjsip Open source SIP, media, and NAT traversal stacks/libraries for smartphones

Milestone release-2.7.2 – pjsip Open source SIP, media, and NAT traversal stacks/libraries for smartphones

Debian -- Security Information -- DSA-4170-1 pjproject

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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