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Summary

CVE CVE-2018-1000116

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-07 14:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description NET-SNMP version 5.7.2 contains a heap corruption vulnerability in the UDP protocol handler that can result in command execution.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Net-snmp Net-snmp 5.7.2 All All All

Application Net-snmp Net-snmp 5.7.2 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4154-1 net-snmp DEBIAN www.debian.org

net-snmp / Bugs / #2821 NET-SNMP Heap Corruption CONFIRM sourceforge.net Exploit, Third Party Advisory

[SECURITY] [DLA 1317-1] net-snmp security update MLIST lists.debian.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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