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Summary

CVE CVE-2018-1000147

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-05 13:29:00 UTC

Updated 2018-05-15 15:19:00 UTC

Description An exposure of sensitive information vulnerability exists in Jenkins Perforce Plugin version 1.3.36 and older in PerforcePasswordEncryptor.java that allows attackers with insufficient permission to obtain Perforce passwords configured in jobs to obtain them

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Perforce Perforce All All All All

References

Reference Source Link Tags

Jenkins Security Advisory 2018-03-26 CONFIRM jenkins.io Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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996709 Java (Maven) Security Update for org.jvnet.hudson.plugins:perforce (GHSA-jrhw-r343-pjwj)

https://cve.report/
https://cve.report/CVE-2018-1000147/mitre
https://cve.report/CVE-2018-1000147/nist
https://cve.report/CVE-2018-1000147/cve_org
https://cve.report/CVE-2018-1000147.pdf
http://cve.report/vendor/perforce
http://cve.report/software/perforce/perforce
https://jenkins.io/security/advisory/2018-03-26/#SECURITY-536
https://www.cve.org/CVERecord?id=CVE-2018-1000147
https://nvd.nist.gov/vuln/detail/CVE-2018-1000147
http://cve.report/qid/996709
https://cve.report/


CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-1000147
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


