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gunicorn version 19.4.5 contains a CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers vulnerability it

Risk And Classification

1|

Problem Types: CWE-93

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Gunicorn Gunicorn 19.4.5 All All All
Application Gunicorn Gunicorn 19.4.5 All All All

References |
Reference Source Link Tags
USN-4022-1: Gunicorn vulnerability | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
[SECURITY] [DLA 1357-1] gunicorn security update MLIST lists.debian.org Third Party Adv
HTTP header splitting in gunicorn 19.4.5 MISC epadillas.github.io  Exploit, Third P.
Potential HTTP Response Splitting Vulnerability - Issue #1227 - benoitc/gunicorn - GitHub ~ MISC github.com Exploit, Issue T
Debian -- Security Information -- DSA-4186-1 gunicorn DEBIAN www.debian.org Third Party Adv
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981399 Python (pip) Security Update for gunicorn (GHSA-32pc-xphx-q4f6)
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