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Summary

CVE CVE-2018-1000222

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-20 20:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description Libgd version 2.2.5 contains a Double Free Vulnerability vulnerability in gdImageBmpPtr Function that can result in Remote Code Execution . This attack appear to be exploitable via Specially Crafted Jpeg Image can trigger double free. This vulnerability appears to have been fixed in after commit ac16bdf2d41724b5a65255d4c28fb0ec46bc42f5.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Libgd Libgd 2.2.5 All All All

Application Libgd Libgd 2.2.5 All All All

References

Reference Source Link Tags

USN-3755-1: GD vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com Mitigation, Third Party Advisory

[SECURITY] Fedora 32 Update: gd-2.3.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

GD: Multiple vulnerabilities (GLSA 201903-18) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

gdImageBmpPtr possible double free bug · Issue #447 · libgd/libgd · GitHub CONFIRM github.com Issue Tracking, Third Party Advisory
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[SECURITY] Fedora 32 Update: gd-2.3.0-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 1651-1] libgd2 security update MLIST lists.debian.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3CZ2QADQTKRHTGB2AHD7J4QQNDLBEMM6/
https://lists.debian.org/debian-lts-announce/2019/01/msg00028.html
https://www.cve.org/CVERecord?id=CVE-2018-1000222
https://nvd.nist.gov/vuln/detail/CVE-2018-1000222
http://cve.report/qid/296091
http://cve.report/qid/500195
http://cve.report/qid/503937
http://cve.report/qid/752878
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-1000222
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


