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Summary

CVE CVE-2018-1000225

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-20 20:29:00 UTC

Updated 2018-10-19 17:33:00 UTC

Description Cobbler version Verified as present in Cobbler versions 2.6.11+, but code inspection suggests at least 2.0.0+ or possibly even older versions may be vulnerable contains a Cross Site Scripting (XSS) vulnerability in cobbler-web that can result in Privilege escalation to admin.. This attack appear to be exploitable via "network connectivity". Sending unauthenticated JavaScript payload to the Cobbler XMLRPC API (/cobbler_api).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cobblerd Cobbler All All All All

Application Cobblerd Cobbler All All All All

References

Reference Source Link Tags

Persistent XSS vulnerability in cobbler-web [CVE-2018-1000225] · Issue #1917 · cobbler/cobbler · GitHub CONFIRM github.com Third Party Advisory

Privilege Escalation Exploits in Cobbler's API MISC movermeyer.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199906 Ubuntu Security Notification for Cobbler Vulnerabilities (USN-6475-1)

750439 OpenSUSE Security Update for cobbler (openSUSE-SU-2021:0046-1)
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