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CVE CVE-2018-1000518
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-26 16:29:00 UTC
Updated 2022-02-10 20:10:00 UTC
Description aaugustin websockets version 4 contains a CWE-409: Improper Handling of Highly Compressed Data (Data Amplification)
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Myks Websockets 4.0 All All All

Application Myks Websockets 4.0 All All All

Application Websockets Project Websockets 4.0 All All All

Application Websockets Project Websockets 4.0 All All All

Reference Source Link Tag:
Security fix: defend against zip bombs. by aaugustin - Pull Request #407 - aaugustin/websockets - GitHub ~ MISC github.com Expl
CVE Program record CVE.ORG www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov  canc
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

754157 SUSE Enterprise Linux Security Update for grpc, protobuf, python-Deprecated, python-PyGithub, python-aiocontextvars,
python-avro, python-bcrypt, python-cryptography, python-cryptography-vectors, python-google-api-core, pyt (SUSE-SU-2023:2783-1)

754878 SUSE Enterprise Linux Security Update for grpc, protobuf, python-DEPRECATED, python-PyGithub, python-aiocontextvars,

nvthan-avra nuthan-hervnt nvthnn-ecruntnaranhv nuthan-cruntnaranhv-vectare nuthnn-annnle-ani-rare nut (QIISF-QI1-2N223-2723-2)
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981271 Python (pip) Security Update for websockets (GHSA-6987-ff99-v847)
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