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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback
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Description Legion of the Bouncy Castle Legion of the Bouncy Castle Java Cryptography APIs 1.58 up to but not including 1.60 contain
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Risk And Classification

Problem Types: CWE-470

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bouncycastle  Legion-of-the-bouncy-castle-java-crytography-api All All All All
Application Bouncycastle  Legion-of-the-bouncy-castle-java-crytography-api All All All All
Application Netapp Oncommand Workflow Automation - All All All
Operating System  Opensuse Leap 15.1 All All All
Application Oracle Api Gateway 11.1.24.0 Al All All
Application Oracle Banking Platform 2.6.0 All All All
Application Oracle Banking Platform 2.6.1 All All All
Application Oracle Banking Platform 2.6.2 All All All
Application Oracle Business Process Management Suite 11.1.1.9.0 All All All
Application Oracle Business Process Management Suite 12.1.3.0.0 All All All
Application Oracle Business Process Management Suite 12.2.1.3.0 All All All
Application Oracle Business Transaction Management 12.1.0 All All All
Application Oracle Communications Application Session Controller 3.7.1 All All All
Application Oracle Communications Application Session Controller 3.8.0 All All All
Application Oracle Communications Converged Application Server All All All All
Application Oracle Communications Converged Application Server 7.0.0.1 All All All
Application Oracle Communications Convergence 3.0.2 All All All
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[security-announce] openSUSE-SU-2020:0607-1: moderate: Security update f
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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690581 Free Berkeley Software Distribution (FreeBSD) Security Update for several security defects in the bouncy castle crypto apis

(fe93803c-883f-11e8-9f0c-001b216d295b)

982266 Java (maven) Security Update for org.bouncycastle:bcprov-jdk15 (GHSA-4446-656p-f549)
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