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MITRE NVD CVE.ORG Print: PDF %5
CVE CVE-2018-1000632
State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-20 19:31:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description domd4j version prior to version 2.1.1 contains a CWE-91: XML Injection vulnerability in Class: Element. Methods: addElemel

/ ]
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Risk And Classification

Problem Types: CWE-91

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 8.0 All All All
Operating System  Debian Debian Linux 8.0 All All All
Application Dom4j Project Domd4j All All All All
Application Dom4j Project Domé4j All All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Snapcenter - All All All
Application Netapp Snapcenter - All All All
Application Netapp Snapmanager - All All All
Application Netapp Snapmanager - All All All
Application Netapp Snapmanager - All All All
Application Netapp Snapmanager - All All All
Application Netapp Snap Creator Framework - All All All
Application Netapp Snap Creator Framework - All All All
Application Oracle Flexcube Investor Servicing 12.0.4 All All All
Application Oracle Flexcube Investor Servicing 12.1.0 All All All
Application Oracle Flexcube Investor Servicing 12.3.0 All All All
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CVE-2018-1000632 Dom4j Vulnerability in NetApp Products | NetApp Product Security
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281206 Fedora Security Update for dom4j (FEDORA-2021-f28¢870528)

281207 Fedora Security Update for dom4j (FEDORA-2021-8015a8cdc4)

378789 IBM Spectrum Control XML Injection vulnerability (6959029)

981153 Java (maven) Security Update for dom4j:dom4j (GHSA-6pcc-3rfx-4gpm)
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