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Summary

CVE CVE-2018-1000654

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-20 19:31:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description GNU Libtasn1-4.13 libtasn1-4.13 version libtasn1-4.13, libtasn1-4.12 contains a DoS, specifically CPU usage will reach 100% when running asn1Paser against the POC due to an issue in _asn1_expand_object_id(p_tree), after a long time, the program will be killed. This attack appears to be exploitable via parsing a crafted file.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Libtasn1 4.12 All All All

Application Gnu Libtasn1 4.13 All All All

Application Gnu Libtasn1 4.12 All All All

Application Gnu Libtasn1 4.13 All All All

References

Reference Source Link

Detecting Bug in libtasn1-4.13 by fuzzing. (#4) · Issues · gnutls / libtasn1 · GitLab CONFIRM gitlab.com

GNU Libtasn1 CVE-2018-1000654 Denial of Service Vulnerability BID www.securityfocus.com

Pony Mail! MLIST lists.apache.org

[security-announce] openSUSE-SU-2019:1510-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:1498-1: moderate: Security update f SUSE lists.opensuse.org

[mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security vulnerability in common/lib/log4j-1.2.17.jar lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

296078 Oracle Solaris 11.4 Support Repository Update (SRU) 16.4.0 Missing (CPUOCT2019)

500323 Alpine Linux Security Update for libtasn1

504090 Alpine Linux Security Update for libtasn1
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