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CVE CVE-2018-1000657
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-08-20 19:31:00 UTC
Updated 2018-10-18 12:13:00 UTC

Description Rust Programming Language Rust standard library version Commit bfaOe1f58acf1c28d500c34ed258f09ae021893e and lat

1|

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rust-lang Rust All All All All

Application Rust-lang Rust All All All All

Reference Source Link

Rust 'std::collections::vec_deque::VecDeque::reserve()' Function Local Buffer Overflow Vulnerability ~BID www.securityfocus.com
Auto merge of #44802 - sfackler:vecdeque-oob, r=Gankro - rust-lang/rust@f71b37b - GitHub CONFIRM  github.com

seg fault pushing on either side of a VecDeque - Issue #44800 - rust-lang/rust - GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to


https://cve.report/
https://cve.report/CVE-2018-1000657/mitre
https://cve.report/CVE-2018-1000657/nist
https://cve.report/CVE-2018-1000657/cve_org
https://cve.report/api/cve/CVE-2018-1000657.json
https://cve.report/CVE-2018-1000657.pdf
http://cve.report/vendor/rust-lang
http://cve.report/software/rust-lang/rust
http://cve.report/vendor/rust-lang
http://cve.report/software/rust-lang/rust
http://www.securityfocus.com/bid/105188
https://github.com/rust-lang/rust/commit/f71b37bc28326e272a37b938e835d4f99113eec2
https://github.com/rust-lang/rust/issues/44800
https://www.cve.org/CVERecord?id=CVE-2018-1000657
https://nvd.nist.gov/vuln/detail/CVE-2018-1000657
https://cve.report/

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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