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Summary

CVE CVE-2018-1000666

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-06 17:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description GIG Technology NV JumpScale Portal 7 version before commit 15443122ed2b1cbfd7bdefc048bf106f075becdb contains a CWE-78: Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') vulnerability in method: notifySpaceModification; that can result in Improper validation of parameters results in command execution. This attack appear to be exploitable via Network connectivity, required minimal auth privileges (everyone can register an account). This vulnerability appears to have been fixed in After commit 15443122ed2b1cbfd7bdefc048bf106f075becdb.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gig Jumpscale 7 All All All

Application Gig Jumpscale 7 All All All

Application Openvcloud Project Openvcloud All All All All

Application Openvcloud Project Openvcloud All All All All

References

Reference Source

Vulnerability in JumpScale Portal 7 (CVE-2018–1000666) | by Valery Tyukhmenev | Medium

github.com/jumpscale7/jumpscale_portal/pull/108 CONFIRM

Vulnerability in JumpScale Portal 7 (CVE-2018–1000666) | by Valery Tyukhmenev | Medium MISC

Description of Vulnerability in JumpScale Portal 7 – Telegraph MISC

Some weird feature in portal make portal crash · Issue #1207 · 0-complexity/openvcloud · GitHub MISC

jumpscale_portal/system_contentmanager.py at c997bb1824862b08246d60e34e950df06ebac68c · jumpscale7/jumpscale_portal · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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