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Summary

CVE CVE-2018-1000667

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-06 17:29:00 UTC

Updated 2020-07-13 21:15:00 UTC

Description NASM nasm-2.13.03 nasm- 2.14rc15 version 2.14rc15 and earlier contains a memory corruption (crashed) of nasm when handling a crafted file due to function assemble_file(inname, depend_ptr) at asm/nasm.c:482. vulnerability in function assemble_file(inname, depend_ptr) at asm/nasm.c:482. that can result in aborting/crash nasm program. This attack appear to be exploitable via a specially crafted asm file..

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nasm Netwide Assembler 2.14.0 rc1 All All

Application Nasm Netwide Assembler 2.14.0 rc10 All All

Application Nasm Netwide Assembler 2.14.0 rc11 All All

Application Nasm Netwide Assembler 2.14.0 rc12 All All

Application Nasm Netwide Assembler 2.14.0 rc13 All All

Application Nasm Netwide Assembler 2.14.0 rc14 All All

Application Nasm Netwide Assembler 2.14.0 rc15 All All

Application Nasm Netwide Assembler 2.14.0 rc2 All All

Application Nasm Netwide Assembler 2.14.0 rc3 All All

Application Nasm Netwide Assembler 2.14.0 rc4 All All

Application Nasm Netwide Assembler 2.14.0 rc5 All All

Application Nasm Netwide Assembler 2.14.0 rc6 All All

Application Nasm Netwide Assembler 2.14.0 rc7 All All

Application Nasm Netwide Assembler 2.14.0 rc8 All All

Application Nasm Netwide Assembler 2.14.0 rc9 All All

Application Nasm Netwide Assembler 2.14.0 rc1 All All

Application Nasm Netwide Assembler 2.14.0 rc10 All All
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Application Nasm Netwide Assembler 2.14.0 rc10 All All

Application Nasm Netwide Assembler 2.14.0 rc11 All All

Application Nasm Netwide Assembler 2.14.0 rc12 All All

Application Nasm Netwide Assembler 2.14.0 rc13 All All

Application Nasm Netwide Assembler 2.14.0 rc14 All All

Application Nasm Netwide Assembler 2.14.0 rc15 All All

Application Nasm Netwide Assembler 2.14.0 rc2 All All

Application Nasm Netwide Assembler 2.14.0 rc3 All All

Application Nasm Netwide Assembler 2.14.0 rc4 All All

Application Nasm Netwide Assembler 2.14.0 rc5 All All

Application Nasm Netwide Assembler 2.14.0 rc6 All All

Application Nasm Netwide Assembler 2.14.0 rc7 All All

Application Nasm Netwide Assembler 2.14.0 rc8 All All

Application Nasm Netwide Assembler 2.14.0 rc9 All All

Application Nasm Netwide Assembler All All All All

References

Reference Source

[security-announce] openSUSE-SU-2020:0954-1: moderate: Security update f SUSE

[security-announce] openSUSE-SU-2020:0952-1: moderate: Security update f SUSE

3392507 – memory corruption of nasm when handling a crafed file due to function assemble_file(inname, depend_ptr) at asm/nasm.c:482 MISC

github.com/cyrillos/nasm/issues/3 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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670256 EulerOS Security Update for nasm (EulerOS-SA-2021-1820)

670915 EulerOS Security Update for nasm (EulerOS-SA-2020-2416)
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